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28 Feb 97

APPOl NTMENT OF FUNCTI ONAL DATA OWNERS/ SYSTEM RESOURCE OWNERS
(Suppl enentation is prohibited.)

A. REFERENCES.

1. DLAR 5200.17, Security Requirenents for Automated I nformation and
Tel ecommuni cati ons Syst ens.

2. DRMS-D 5200.1, Processing of Requests for Conputer User Accounts.
3. DRMS-1 5200.1, Processing of Requests for Conmputer User Accounts.

4. DoD 5200. 2-R, Appendix K, ADP Position Categories and Criteria for
Desi gnati ng Positions.

5. DoD Directive 5200.28, Security Requirenments for Automated | nfornation
Systens (Al Ss).

6. DRMS-D 5210.5, Devel opnent of DRMS Functional Data and System Resources
Access Policies.

B. PURPOSE. This directive describes the nmethod for the appoi ntnment of Functiona
Dat a Omers/ System Resource Omers. |t standardizes specific actions and required
docunentation for all |ocations.

C. APPLICABILITY AND SCOPE. This directive applies to HQ DRMS, the directorates
of Operations East and West, Europe, the International Sales Ofice (1SO, and al
Defense Reutilization and Marketing Offices (DRMOs), Foreign Nationals and al
MIlitary personnel assigned to Defense Reutilization and Marketing Service (DRMS).

D. DEFI NI TI ONS.

1. ACCESS ACCOUNT ADM NI STRATOR (AAA). Person or persons responsible for the
connecting of user accounts to identified systens after all approvals have been
recei ved for access.

2. ADP-11. Those positions in which the incunmbent is responsible for the
direction, planning, design, operation, maintenance of a conmputer systemor Al'S and
whose work is technically reviewed by a higher authority of the ADP-1 category to
insure the integrity of the system

3. AUTOVATED | NFORMATI ON SYSTEM (AI'S). An assenbly of conputer hardware,
software, and/or firmmvare configured to collect, create, communi cate, conpute,
di ssenmi nate, process, store, and/or control data or information. Networks are
considered to be Al'S al so.

4. AUTOVATED | NFORMATI ON SYSTEM SECURI TY OFFI CER (AI SSO) . The focal point for
i nformati on concerning the secure design and devel opnment of an AIS. This
i ndi vidual, in coordination with the Data Oamners/ System Resource Omers, determ nes
the security controls needed to protect the informati on being processed. The Al SSO



conducts the security requirenments analysis for an AIS prior to devel opnment,
supports the Information System Security Oficer’s (1SSO testing and eval uation
effort, and documents the results in the supporting docunentation for Al'S
accreditation.

5. CONTRACTOR. Person enployed by private industry who perforns duties in
accordance with governnent contract.

6. DATA. A noncontextual representation of facts, concepts, and instructions in
a defined format and structure which permits processing by humans or machines to
derive information. Representations of people, places, things, concepts, events,
or activities in a defined format and structure from which information nmay be
derived.

7. DATA OMNER (al so RESOURCES OWNER): The i ndividual (s) responsible for
approvi ng access requests and naki ng deci si ons about the protection and use of
sensitive information and resources. Data owners and resources owners are the
personnel responsible for the business functions supported by the Al Ss.

8. DENI AL OF ACCESS/ SERVI CE. Action or series of actions that prevent any part
of a systemfromfunctioning in accordance with it intended purpose. Also includes
di sapproval of request for access to data.

9. DESI GNATED APPROVI NG AUTHORI TY (DAA). The agency or activity focal point
with the authority to grant AI'S accreditation and security software certification,
and to accept whatever mninmal or residual risk may be left after the
i mpl enment ati on of count ernmeasures.

10. FUNCTI ONAL AWARENESS. Know edge of the workings of all data associated with
the assigned Al S.

11. FUNCTI ONAL DATA OWNER/ SYSTEM RESOUCE OWNERS (FDQ' SRO). Sane as Data
Owner s/ Syst em Resource Owners.

12. FOREI GN NATIONAL (FN). Person of foreign country nationality. Not
necessarily enployed by the U S. Governnent.

13. | NFORMATI ON SECURI TY SYSTEM MANAGER (I SSM. The activity focal point for
advi sing the Designated Approving Authority on AI'S security matters. In his/her
operational capacity, the | SSM assists in the establishnment, inplenmentation, and
review of AIS security progranms. The | SSM nmakes recomrendations, maintains |iaison
and coordination with other organizations, and assures conpliance with security
polici es.

14. PRACTI CAL AWARENESS. Actively engaged in or know edge of the functiona
wor ki ng of an AIS.

15. SUPPLEMENTAL ASSI GNMENT DATA SHEET (SADS). Explains any additional duties
that may be assigned outside of position description. Should be attached to
enpl oyee permanent record.
E. POLICY.

1. Appointnent of Data Omers/System Resource Oaners.

a. Primaries and Alternates Data Oamers/ System Resource Omers nust be
appoi nt ed.



b. Contractors, students, and part-tine/tenporary enpl oyees nay not be
appoi nted as DATA Oaners/ Syst em Resource Owmners.

c. Foreign nationals my not be appoi nted as DATA Oaners/ System Resource
Omers w thout approval from DLA on existing policy with the exception of enployees
al ready occupying current positions.

d. Persons considered for the position of Data Oamers/System Resource Omers
nmust at a mininmumbe on an ADP-11 position. See reference A5.

e. Data Omers/System Resource Omers nust have a functional awareness of data
and resources they are responsible for

f. Data Owers/System Resource Owers nust have an insight of datal/resources
sensitivity and integrity.

g. DRMO Chiefs are considered the data owners of the sites systems; as such, a
appoi ntnment letter is not required for them

2. Letter of Appointment. Appointnment nust be in witing except as in E. 1.g.
Enclosure 1 is an exanple of a formal appointment letter. A copy of this letter
nmust be sent to DRMS-1Z Security and will be kept on file there.

3. DATA Owners/ System Resource Omers. The Data Oamners/ System Resource Oaners
duties nust be in direct conpliance with reference Al, which follow the guidance
for all Data Owners/System Resource Omers included in this directive.

4. Suppl enental Assignnment Data Sheet (SADS). Mist be devel oped for each Data
Owner s/ System Resource Owner and placed in their personnel files. (See enclosure
2.)

5. Ownership conflicts. Heads of Principle Staff Elenments (PSEs) will designate
data owners/resources owners. For all systens/applications, the owners will be the
persons responsi ble for the business functions supported by the
systems/ applications. Some systens/applications support multiple PSEs and coul d
possi bly have nmultiple owners. \Where conflicts arise over owner boundaries, the
DLA Data Adm nistrators are responsible for resolving those issues (see Reference
Al, Encl. 16).

F. RESPONSI BI LI TI ES
1. Defense Reutilization and Marketing Service (DRMS) Managers will:

a. Appoint Primary and Alternate Data Owners/System Resource Owners.

b. Issue Letter of Appointnent to be sent to Primary and Alternate Data
Owner/ Syst em Resource Omers with copy to DRMS-1Z security. (See enclosure 1.)

c. Notify DRMS-1Z Security in witing when Data Oamners/ System Resource Oaners
are to be changed or del eted.

d. Assure that the Data Owners/System Resource Owers neet all requirenments of
posi tion.

e. Share equally the responsibility for the integrity of the data.

f. Assure SADS is attached to Data Owners/ System Resource Owers Position
Description. (See enclosure 2.)

2. Data Owmners/System Resource Omers will:

a. ldentify the functional/systemresource access requirenents and
sensitivities of the informati on under their ownership and provide sufficient
gui dance to the AISSO to pernmit himher to identify and prescribe security
count er neasur es needed.

b. Develop a formal access control policy to identify the user and/or user
groups who shall be permtted access to the Al S/resources, the | evel of position



sensitivity required by users granted such access, the nature of the access (such
as read-only), and with the assistance of the Al SSO, the system conpartnments or
domains to which the users shall be granted access.

c. Ensure dissenm nation of the access control policy to the 1SSM and to al
organi zati ons using or operating the Al S/resources.

d. Ensure current status on policies is nmaintained.

e. Participate in AIS risk analysis and contingency planning efforts.

f. Notify requester in witing with explanation when there is a denial of
access.

g. Ensure that all requests go through the established procedures and
associ ated processi ng before approvi ng access.

h. Forward approved request to Access Account Adm nistrator with notation of
approval .

3. Automated Information System Security Ofice (AISSO will:

a. Serve as the focal point for information concerning the secure design and
devel opnent of an Al S.

b. Fully conprehend the accreditation and certification processes outlined for
dat a/ resour ce

c. Ensure the Data Omner/System Resource Owner understands the protection
requi renments for datal/resource.

d. Review all changes and endorse all conpl eted changes, certifying that the
prevailing security protection has not weakened.

e. Be responsible for the accreditation review of accredited Al Ss.

f. Serve as Designated Approving Authority (DAA).

4. Access Account Adm nistrator wll:

a. Verify that all approvals have been received before assigning access. |If
not return for proper authorization

b. Add account to the systemfollow ng all rules that have been set for the
proper adm ni stration of the system

c. Send witten notification to TASO stating userid, password assi gnnment,
return receipt and rules on the use of userids.

d. Keep on file all requests indefinitely or until one year after the system
has been el i m nat ed.

e. See that all deletions received from DRMS nanagenent are processed w thin
24 hour time period.

5. ISSM - Information Security System Manager will:

a. Advise the DAA on AlS security matters.

b. Assist in the establishment, inplenentation and review of AlI'S security
pr ogr ans.

c. Mke recomendations, mmintains |iaison and coordination with other
organi zati ons, and assures conpliance with security policies.

6. DLA Data Admi nistrator is responsible for resolving conflicts over data
owner shi p boundari es and/or access policy conflicts.

G EFFECTI VE DATE AND | MPLEMENTATI ON
1. This publication is effective and shall be inplemented upon distribution

2. Initial DATA Owner Appoi ntnent.



a. DATA Omers are selected by DRMS Managenent .

b. DATA Owner’s and Management will discuss the responsibilities and duties as
defined in DRMS-1 5210.5.

c. Assurances are nmade that Data Owners/ System Resource Omers neet all
requirenents of position.

3. Data Owners/System Resource Oaners assi gnnent Docunentati on.

a. DATA Omners and/or System Resource Omers receives Letter of Appointnent.
b. DRMS-1Z security receives copy of appointnment letter.
Copy of letter may be faxed or mailed to DRMS-1Z via the foll ow ng:

Fax to DSN 932-4115 or COM 616-961-4115.

Mail to DRMS-1Z, Security
74 Washi ngton Avenue North
Battle Creek, M 49017-3092

4. ACCEPTANCE PROCESSI NG. Upon acceptance of the Appointnent Letter, DRMS
Manager will assure that the Data Omers/ System Resource Owners are furnished a
copy of DRMS-D 5210.4, Appointnent of Functional Data Omners/System Resource Omers
and DRMS-D 5210.5 Devel opnent of DRMS Access Policies.

H. 1 NFORMATI ON REQUI REMENTS. (Reserve for future use.)

BY ORDER OF THE COVMANDER

/sl
DOUGLAS W YOUNG
LCDR, SC, USNR
Executive O ficer

2 Encl .
1. Data Owners/System Resource Omers Appoi ntnent Letter (sanple).
2. Suppl enmental Assignnment Data Sheet (SADS) (sanple)

Coordination: Al HQ DRMS Directors, East/Wst Operations Deputy Conmanders,
Eur ope Regi on Commander .



Encl 1
DRMS- D 5210. 4
EXAMPLE OF APPO NTMENT LETTER

FROM ( DRMS MANACER)
DCN E- MAI L XXXXXX@XXXXX . XXXX. XXX

SUBJECT: Functional Data Owners/System Resource Omers Letter of Appointnent

TO John Doe (specific which: Data Omers or System Resource Owners - primary
or
al ternate)

1. Reference: DRMS-D 5210.4, Appointnent of Functional Data Oaners/ System
Resource Omners.

2. <Data Omers or System Resource Oamners nane>, <office synbol >, <standard |ogon
identifier> <e-mail address>, <phone nunber>.

3. The follow ng Al Ss/ System resources <whi chever is applicable> are now the
responsi bility of the above appoi nted Functional Data Owners/ System Resource
Owners.

(exanpl es: systemnms, datasets; anything dealing with conputer perm ssions
where access is required to be given)

a.

b

4. This appoi ntnent beconmes effective on <date>. You will carry out the duties
and responsibilities as identified in the above reference.

<si gned>

cc:
DRMS- | Z



Encl 2
DRMS- D 5210. 4

SUPPLEMENTAL ASSI GNVENT DATA SHEET ( SADS)

Or gani zati on Synbo

Enmpl oyee

Pay Pl an, Series, G ades

Current PD nunber

Dat e Duties assigned

DUTI ES:

Above naned has been appointed to the duties of Functional Data Owers/System
Resource Omners. Responsible for supporting Agency security requirenents and
perform ng specific security duties which includes the granting of access to the
above specified systens/datasets. Duties are in conpliance with DLAR 5200. 17.

Adhere to the guidelines and procedures as directed by interoffice policies.
Grant requests for computer access for enpl oyees assigned to their designated
area of responsibility according to current access policies related to
processi ng of requests for conmputer user accounts.

Forward approved request to responsible area for data entry of request into
system

Forward di sapproved request to originators with explanation

W Il ensure that all requests for DRMS enpl oyees go through the AURA system for
approvi ng access.

Identify the functional access requirements and sensitivities of the information

under their ownership and provide sufficient guidance to the AISSOto permt
himher to identify and prescribe security counternmeasures needed.

Devel op a formal access policy to identify the users and/or user groups who
shall be pernmitted access to the AI'S, the nature of the access (such as read-

only), and with the assistance of the Al SSO the system conpartnents or domains
to which the users shall be granted access.

Ensure di ssem nation of the access policy to the ISSM and to all organizations
usi ng or operating the AlS.

Where the devel oped policy is inadequate or difficult to apply, authorize on a
case- by-case basis access to files, programs, and data bases under their

cogni zance.

Participate in AIS risk analysis and contingency planning efforts to ensure that
appropriate protection is afforded the information in the event of system
failure or increased risk to the automated environnment.



Super vi sor



